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1. Executive Summary

Current operations as well as future operational success using U.S. technological advantages
are dependent on bringing data communications to the warfighting edge. The question at hand
is: Can the current the networking layer extend data communications to the warfighting edge?

At a recent Aviation Industry Association conference; General James E. Cartwright, Vice
Chairman of the Joint Chiefs of Staff (JCS), spoke extensively about the lack of communications
to the warfighter and its impacts. Specifically, he spoke about how this affects the tactical
advantage, being able to stay ahead of the enemy, how the fight changes, and giving the
warfighter what he needs not what we want him to have. General Cartwright stated that data
gathering, computing power, and [storage] capacity is critical in today's fight and how it gives
the American warfighter the edge in battle. Data gathering and transport is becoming all the
more critical to the warfighter. From a JCS perspective the ability to send data and store data
at the edge is now one of the most difficult problems i KS O2 Yol G yid O2YYl yRSNI
communications perspective. Thus, the U.S. Military is making significant investments in
empowering the Warfighters at the Forward Operating Bases (FOB) and even in combat
situations by providing them with the latest intelligence data in form of data, images and video.

This investment is primarily focused on ISR to the battlefield edge, and therefore affords an
opportunity to be multi-purposed or re-purposed to support edge Command and Control (C2)
communications. A possible solution is to leverage both airborne and ground ISR platforms to
augment near term edge data/IP communications capability and lay the foundation for
sustained protected-edge communications capabilities.

However, the difficulty of maintaining communication systems at the edge of the network in

the AOR (both in Iraq and Afghanistan) has proven challenging at best. Ironhawk Technologies
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This product is a platform that uniquely integrates Data Compression, Content Management,

and Transport Technologies to effectively manage the delivery of mission critical data via

narrowband and intermitted communication networks. This product is listed on GSA as a COTS

product, and is currently in use within the Department of Defense (DoD).
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2. General Discussion of Environment:

Using either airborne or ground networking layer to deliver light mobile data communications
to the warfighter would seem to be a reasonable solution. However, due to the narrowband,
low fidelity, communication systems in use by the Warfighters, there are two main issues that
limit the effectiveness of this solution.

The first issue is the size of the digital data files that need to be sent to the warfighter to assist
in carrying out their missions. The data files (containing surveillance, maps, plans and orders)
sent to the Warfighters are comprised of images, video and other message formats. Given the
high power of cameras and display devices used at Command and the AOR, the size of these
data files seems to continually increase. The second issue is the tendency for the transmission
a2adsSyYy G2 & khé&ta2odadction, heyeRitatin@adeSart of the entire data
transmission. This can happen for a number of reasons, ranging from less than optimal location
in ravines, caves or other geographical anomalies which limit radio signal connectivity. Also,
foul weather conditions (like rain, snow, sand storms etc.) can wreak havoc on establishing a
persistent, high fidelity connection to the Warfighters on the ground.

The combination of these two problems usually results in frequent dropped or terminated data
connections, thus necessitating a re-start and re-transmission of the full data file. In addition,
to the human frustration of the warfighter, the negative impact of these issues is the usage of
additional man hours and wasted resources to complete these transmissions, thus
compromising the effectiveness of the warfighter.

3. The Ironhawk Solution & Current Implementations
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currently being implemented within different parts U.S.! NY @ Q& G OG A O f

systems, can effectively address and solve these problems, and in addition provide
benefits not currently under discussion. SmartSync® is a set of software technologies
that is pluggable and modular, thus making it easy to integrate the solution into existing
systems. The following is a list of technical benefits that SmartSync® provides:

' The architecture is designed for and operates effectively in harsh, narrowband,
disconnected/intermittent network environments.

1 Using sophisticated compression and delta differencing technology, SmartSync®
can reduce the size of data transmitted by as much as 98%, thus facilitating more
effective bandwidth management.



9 SmartSync® versioning replication and transport technology, combined with
connectivity to central storage, can reduce the overall storage requirements by
95%.

b. STAMIS

For the STAMIS (Standard Army Management Information System) Project, Ironhawk is
working with IBM and McLane as our subcontractors, and is implementing a solution
that will reduce the amount of data transmitted between the various data repositories
of SAMS-E, ULLS-AE, and SARRS. In this case, Ironhawk used the existing transport
mechanism of Secure FTP in conjunction our differencing compression technology and
versioning content store to develop a cogent solution. Demonstrating flexibility, the
SmartSync® solution resides between the STAMIS and transport system and connects to
Service Oriented Architecture (SOA) adapters on either side. ¢ K S {inbetac®with
SmartSync® at the Application level in this scenario.

STAMIS SFTP STAMIS
Application <« | Application
SSH
Support
(a) Certain legacy systems support (b) STAMIS factored to invoke
the SFTP protocol by embedding SFTP functionality (SAMS-E, ULLS-AE, PBUSE)

SSH code within the application code.

STAMIS SOA g SOA
Application > Adapter <+ |SmartSync |« Adapter “—> SFTP

I

(c) Proposed Solution By Embedding SmanSync®

Architecture Diagram of the STAMIS Project

Adding SmartSync to all the different STAMIS applications is expected to reduce data
transmission by more than 60% without affecting baseline applications or requiring
additional training. However, given the specific data sets in use, initials test results
show compression rates of over 85%. Using Ironhawk technologies, transmission time
for a CBM file for a given vehicle is reduced from over 9 hours to 4 minutes as shown
below:



Results: Data Compression at ULLS-A(E)
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c. CLOE CBM

For the CLOE (Common Logistics Operating Environment) project, Ironhawk has

developed a full POE (Proof of Enabler) systems architecture. The goal is to have a fully

automated end-to-end data acquisition, transmission, and feedback system from the

field to the headquarters and back. Ironhawk has designed a solution using

{ YI NI { &dir€at@daltsynchranization of CBM+ data from the ground fleet to the

CLOE MIMOSA database residing at Command. SmartSync® first acquires the data from

GKS @SKAOfS SAUKSNI RANBOGf & QaAndthehdeka{ L 2NJ ¥F
compresses the data and moves it across a VSAT network to Command and back. This

solution was designed as an AILA (Army Integrated Logistics Architecture) compliant
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Architecture of the CLOE solution



d. RaySat

For this project, Ironhawk is working the leading mobile satellite receiver company,

RaySat, to demonstrate SATCOMAa hy (G KS a2 @S¢ OF LI 6Aft AGASE 271
solution with a new dual capable antenna able to switch from L band and KU band

providing the Warfighter will a low cost operating profile. Given the high operating cost

of a GPS for a single vehicle, having multiple vehicles in a convoy simultaneously

connected to a Satellite network, though desirable, become cost prohibitive due to

equipment and bandwidth usage.

7
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single vehicle to have a satellite uplink to relay any communications to the Command as

needed. Thus Command is able to track all vehicles within a convoy and each vehicle

within the convoy is able to track each other in more efficient manner without needing

satellite connectivity. ¢ KS Syl 6f Ay3a (GSOKy2f 2 38marlSyhc®i KA a a

5/ { t f Isaft@age MdMci facilitates for data synchronization and synchronization
and optimized for low bandwidth, intermittent communication to Command via a VSAT
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e. U.S.Navy TDKM
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date and currently manages over 13,000 technical and 4,600 operation manuals. This

solution leverages SmartSync® technology to build a Web Services Architecture that

implements a document management system for a portion of the Navy fleet.



TDKM was designed to provide efficient connectivity transport to move a variety of data

types (Xml, desktop applications files, text, video, audio) in an obvious disconnected

environment. As show in the diagram below, SmartSync® is used as a middleware layer,

in a 3 tier architecture, that provides a standards compliant web services platform.

Using the bi-directional transport system of SmartSync®, Ironhawk maintains the

desired synchronization between the 3™ party & 2holesaleN&nd the 6Broker.¢ The
GwSal Af SNEBrbk&rfsSidndvia & \Beb ifitdéf&ce which has command and
control wrappers to ensure only authorized personnel are allowed the proper access.

Ironhawk Broker
(Distribution Manager)

%

— )%
~ Web Service

Technical Data Knowledge Management (TDKM)

Architecture of the Navy TDKM solution

Here is the list of naval watercrafts, where the Ironhawk solution has been deployed:

Ironhawk Retailer
(Doc Management)

USS Chicago, USS Columbus, USS Annapolis, USS Ohio, USS Philadelphia,
USS Pittsburgh, USS Topeka, SS Los Angeles, USS Jefferson City, USS
Pasadena, USS Corpus Christi, USS Albuquerque, USS Norfolk, USS
Montpelier, USS Houston, USS Oklahoma, USS Florida, USS Nebraska, USS
Tennessee, USS Michigan, USS Seawolf, USS Scranton, USS Eisenhower

(Aircraft Carrier),

USS Cole (DDG)

The project was so successful that administrators gave us the following endorsement: & . S ¥ 2 NB
SmartSync® technology was implemented; it took 22 hours to download data to the USS
0 1 1 S aJ.Sdvaval Bea BystgnaiziCSamiarid H £
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4. Competitive Analysis :

There about four different categories of products in the compression arena. Their general
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a. Single-Stream Compressors

Standard compression technologies act on a single data stream, synchronizing the compression
characteristics on both sides of the communication connection. Compression technologies
falling into this category include WinZip, 7-Zip, gzip, zlib and DEFLATE. These technologies are
easily integrated with stream-based communications transports, and have achieved almost
universal popularity due to their simplicity and utility. Typical bandwidth reduction ratios
achieved using this technology range from 50%-66%.

b. Reference-File Compressors

Delta file technologies act on a single data stream, but derive the compression characteristics on
both sides of the communication connection from a common reference file. Compression
technologies falling into this category include: BDiff, BinDiff, VcDiff, VcTable, Edelta, zdelta and
others. Reference-Stream compression technologies discover and encode differences between
the stream being compressed and a reference file (an identical reference file must be specified
at both ends of the connection). Typical bandwidth reduction ratios achieved applying this
technology to a versioned file difference range from 90% to 95%.

c. Single Stream Compression SOA Transports

Standard SOA-based transport technologies support single-stream compression technology
acting upon an SOA-based data stream. SOA data delivery technologies feature security and
network policy compliance, and integration to Net-Centric Applications. The players in this field
are many, and with respect to have SOA transports and base compression. They include (but
not limited to):

Al Actional Corporation: SOA Management Software Al IONA Technologies: Artix ESB Enterprise Service Bus

1 AmberPoint: SOA Governance, Management & 1 iOra: Office Networking
Security Software T iWay Software: iWay Foundation for SOA

T BEA Systems: WebLogic Platform & Aqualogic 1 MEGA International: Business-Driven SOA

9 Business Objects: Business Intelligence Platform T Mirius: SOA Core Suite and Information Distribution Suite

T Cordys: Business Process Management (BPM) centric 1 Oracle Corporation: Oracle Application Server, Oracle SOA
SOA Suite

T Fujitsu: The Synfiniway SOA framework i Software AG: Crossvision is an SOA suite

Al GigaSpaces: SBA - Write Once, Scale Anywhere

i IBM : Service-Oriented Architecture Solutions

d. Reference File Compression SOA Transports.

Finally the combination of all these different type of compression techniques combined with
SOA transport, which is called Reference File Compression SOA Transports. In this scenario,
these Delta-file compression technologies are integrated into the SOA data stream paradigm.
And thus far, only Ironhawk has been identified as a provider of this technology. SOA data



delivery technologies feature good security and network policy compliance, and easy integration
to Net-Centric Applications. Reference- and tabular-based compression techniques have been
demonstrated to give well over 90% bandwidth savings for stream-based data. Advanced global
search techniques applied to single-stream compression techniques (no reference data
specified) enable compression ratios in excess of the 66% limit of window-based techniques.

Here is a summary comparison table of how the technologies rate for Satellite Communications
delivery based on tests done for the Department of Defense.

KEY: X = Fail, O = Conditional, "H = Pass

Feature/Test Single- Reference-File Single Stream SmartSync®
Stream Compressors Compression DCS
Compressors SOA Transports Platformu

The SATCOM delivery
system SHALL conform to
all Enterprise networking
and security policies

The SATCOM delivery
system SHALL provide a
distributed capability to
support Platform updates
regardless of temporary
Unit deployment

The SATCOM delivery
system SHALL be scalable
to tens of thousands of
Units

The SATCOM delivery
system SHALL be scalable X X 0 “H
to millions of Platforms
The SATCOM delivery
system SHALL optimize use
of SATCOM links by X X X "H
incorporating compression-
awareness

X X "H "H

The compression system ” ” w 0
SHALL be software-based H H H H
The SATCOM delivery
system SHALL be software- "H "H "H “H
based

The compression system
SHALL be operating- X X "H "H
environment agnostic
The SATCOM delivery
system SHALL be hardware X X "H "H
agnostic

Over-The-Air Download
(OTAD) software updates
SHALL be compressed to
save at least 90% of
SATCOM bandwidth
utilization

The compression
technology SHALL provide
ideal bandwidth reduction
results as a function of the
data format of the stream
being compressed

The compression
technology SHALL
recognize and optimally X X X H
compress record-oriented
data, particularly XML and




JVMF data

Existing VSAT traffic SHALL
be compressed by not less (o] (o] (0] (0]
than 50%

Sensor data SHALL be
compressed by not less X X X “H
than 90%

The delivery subsystem
SHALL provide a means for
an application to register X X "H "H
its various communications
streams

The delivery subsystem
SHALL provide an
application the ability to
specify the required QoS
(priority, maximum latency,
desired bandwidth
consumption) of each
registered data stream
Program-proprietary
compression algorithms
SHALL NOT be used in the
representation of data to
be transmitted over
SATCOM links

Data transmitted over
SATCOM links SHALL be
encoded using canonical (6] (0] (0] (0}
information encoding
techniques

e. Conclusion

I 2YLI NR&2y LYFI NN &FRKOD | Epfodudtslinicatiegdose N, kb), or (c)

above is analogous to comparing a stand-alone jet engine to a fully operational aircraft. Each of

the product listed in (a), (b), or (c) above, only features one type of compression, or one part of

a full needed solution. Only SmartSync® features open standards architecture, storage,

versioning, transport, SOA connectors, along with self compression and delta compression, all of

GgKAOK OFy o068 (Gdzy SR IyR 0OdzaG2YAT SR (2 RStAGSNI
O2YLINBaaA2y£s { Yl NI {%ty85% redictdKii sEdabdwitiod8ita r S Sy ¢ n
differencing compression, we achieve over 95% compression.

Overall, the Ironhawk{ Y I NIi { @ y Ot  5dlufion dorffornis tb 2l Mitary and
enterprise networking and security policies, and provides a distributed capability, which is
scalable to tens of thousands of units. The technology is pure software, modular, and operating
system agnostic thus making it easy to integrate into existing solutions with minimal effort.
Advanced features have already been implemented to support DoD data transport. Dynamic file
system federation enables Platform Vehicles to connect to any forward Unit communication
bubble. Hierarchical routing (Enterprise, Unit, and Platform) and highly optimized file system
federation representations enable scalability to the individual warfighter level.



5. Implementing OEA 31 AOO3 UT A" iftcteRistiylsydt@w&l: O A

Since SmartSync® is a COTS product which is available immediately; this solution would pose
very limited risk to any architecture chosen by the joint military community. While
implementation time varies with each installation, it generally takes less than six months from
contract award to delivery for Software Acceptance Testing (SAT). Additionally, since the
SmartSync®5 / { t f lis@ SofdwdidYonly technology, there are no hardware requirements
associated with using this product. Quite simply, SmartSync® can be placed on any
communication platform and inside the Warfighters communication equipment, enabling
lossless data communications in any environment including the AOR.

Onsite work with the Project Manger, Logistics Information Systems (PM LIS) at Ft. Lee, Virginia

enables Ironhawk to leverage existing Government Finished Equipment (GFE). This includes a

complete lab, VSAT satellite system located atboth Ft.[ SS YR i LNRYKst g1 Q&
in Los Angeles (with CAISI communications system), and access to on-site engineers from the

U.S. Army Information Systems Engineering Command (USAISEC). These capabilities would

enable a rapid requirements discovery phase and architecture development allowing for an

aggressive program management schedules.

Ironhawk is currently under contract with the U.S. Army and U.S. Navy with several contracts
pending final approval (PM MTS, PM BCS3, PM DLS, PM TIS, PM AKO/DKO, PM FBCB2) all of
these system operate in the AOR and will provide additional support over any proposed new
networking layer.



